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Abstract: Big data applications have changed the way data are generated, stored, processed, and used. Data no
longer remain within a single information system but continuously flow through collection, transmission,
storage, processing, sharing, archiving, and destruction. As the scope of data circulation expands, traditional
security approaches centered on network and system boundaries have shown clear limitations. Individual
measures such as firewalls, access control, and encryption can no longer provide sufficient protection for
complex data activities. Based on literature review and analytical induction, this paper examines data security
risks from the perspective of the full data lifecycle. It argues that the major difficulty in current data security
governance is not simply the lack of security technologies, but the absence of continuous controls across different
lifecycle stages. Other problems include weak connections between data classification and concrete protection
measures, fragmented security tools, unclear responsibility after data circulation, and insufficient continuous

security operation. To address these problems, this paper proposes a governance framework based on data asset
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identification and classification. Technologies including identity authentication, access control, encryption, data
masking, security auditing, data loss prevention, and security situation awareness should be embedded into the
entire data lifecycle. Meanwhile, responsibilities should cover data collection, transmission, storage, processing,
sharing, and destruction. Data security governance should gradually shift from system-centered protection to
data-centered dynamic governance so that security policies can follow data flows and adjust according to data
sensitivity. A phased implementation and continuous evaluation mechanism is also proposed to provide a
practical and understandable approach for full-lifecycle data security governance in big data environments.

Key words: big data; data security; full data lifecycle; security governance; data classification
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